E-Commerce Security – State-of-the-art
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1. Introduction: general information about e-commerce
In the literature you can find a broad spectrum of definitions of e-commerce. Here is a small
selection:
- “Electronic Commerce is defined as an integrated arrangement of business practices
and processes, technical application configurations, and organisational structures, that
uses Electronic Data Interchange”(Gerhard Schmied, S. 107, 1999).
- “Elektronischer Kommerz kommt durch Anwendung elektronischer Mittel zustande,
welche die Kommunikation und den gemeinsamen Informationszugang zwischen
Handelsparteien zu Geschäftszwecken erlauben” (Kurt Rohner, S. 119, 1997).
- “Electronic Commerce as a killer app is more a combination of digital technologies
than any one particular new component, product or service. Its novelty and its explosive
potential come from an innovative mix of applications. These include multimedia
interfaces (now combining sound, motion, text, and graphics); high-powered, increasingly
cheap capacities for computing, data storage, and telecommunications; new forms of
payment such as electronic cash; and improvements in security made possible by
advanced encryption hardware and software. Electronic Commerce is the sum of these
parts, built on top of and delivered over the open, global computer network protocols and
shared communication services known as the Internet”(Dowes/Mui, 1998).
Behind the term e-commerce one has to do with two broad categories of commerce: the
business-to-business (B2B) and the business-to –consumer (B2C) commerce. The biggest
potential has the B2B trade. There are also the following categories: Business-toAdministration-Commerce, Consumer-to-Consumer-Commerce, Administration-toConsumer-Commerce, Administration-to-Administration-Commerce. The parties being
involved in the transactions can distinguish the categories. Administration means that the
local or governmental authorities are involved in transactions such as submissions or tax
refunding. Since the number of Internet-Users is growing rapidly, there is also a huge growth
potential for turnover and finally for profits. The research institute eMarketer predicts, that the
number of Internet users will grow from 70 million in the year 2000 to 108 million at the end
of 2001. The value of goods traded via the web will increase by 100% in one year to $ 68.9
billion by the end of 2001 and rise further to $ 980 billion in 2004 (source:
www.nua.ie/surveys and www.emarketer.com). IDC, another research institute, predicts a
more conservative growth of global e-commerce.
Billion USD

Figure 1: growth of turnover
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For German B2B commerce, Berlecon has figured out two growth scenarios:

Mrd. DM
conservative
optimistic

Figure 2: growth of turnover in Germany
In the B2C sector the growth is lower but makes up for about 10-20 % of turnover depending
on which industry and institute’s data you look at.

2. Possible risks while doing business via the Web
While being connected to the Internet, granting employees access the WWW and/or doing
business via the Internet, the firm is exposed to a variety of risks and weak points. You can
distinguish between three categories:
•
•
•

Risks caused workers themselves: the human factor
Misconfiguration of the server software
Attacks from the outside performed by people with criminal energy

In the following I will provide some more detailed information about the three categories.

2.1. The human factor

The first and most trivial reason for security problems is the employee, who writes down a
password and puts it in an easily accessible place. Or when he/she forgets to log out at the end
of her workday or during a break. Another point is persons who feel overseen when a
promotion has just been made. The responsibles for security should first look at this kind of
reasons when an incident has happened for which one can make out such unmistakable signs.
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2.2. Misconfiguration of the server software
Here again is a weak point, that can be caused by people, who do not have much experience
in configuring a web server. But also the server software itself delivered and deployed can
have some bugs, that prove as such later when the system is already in use. Another kind of
misconfiguration can be made when giving access rights to directories on the server, so that
everyone can look into those directories that contain sensitive data.
These two security risks enable the third category – namely the people with criminal energy –
to unfold their potential. Those persons are keen on finding such weak points in a firm’s
system and then they have several possibilities of making use of this opportunity.

2.3. Attacks from the outside performed by people with criminal energy

Here lies the biggest problem: Once a penetrator has found its way into a system, there are
different possibilities for doing damage:
•
•
•
•
•

placing a virus or Trojan Horse
spying out passwords via a sniffer-program, credit-card-numbers or other
personal/secret data
Denial-of-Service-Attacks
deleting files, creating files, modifying files
faking the identity of a computer

In the following, I will give a more detailed overview about these methods.

2.3.1.

Viruses and Trojan Horses

Viruses can be distinguished into three categories:
- File-Viruses, that attach themselves on an executable program files and begin
their work when the infected program is launched
- Boot-Viruses, that place themselves into the boot-sector of the hard-drive or
the floppy and are activated when the computer is started or floppy used
- Macro-viruses, that place themselves into word-processors or spreadsheetprograms and are activated when these programs are launched

This sort of security risk affects e-commerce only indirectly but can nevertheless be a
significant threat. One has only to imagine an infected program that has as an effect, that the
database in which customer data are saved, is not accessible, modified or deleted.
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2.3.2. Spying out data

The most simple method to get the username and password is to look over ones shoulder
when logging in to services. A program called tcpdump, that is included in the standard
edition of operating system, e.g. UNIX/Linux is the simplest way of using software to spy out
access data. Means another kind of programs, so-called sniffers, one can track the input of
usernames and passwords in the form letters typed on the keyboard.
But to spy out data a potential attacker can also use methods of social engineering. For
example, he can pretend being the new system administrator who has to make some routine
checks. Then he asks for username and password and thus, he has access to the system.
An exchange of data from one computer to another takes place via ports through which the
stream of bits flows and is then passed to the places specified in the IP-Header. Attacks can
also be done from outside a firm’s system via port-scanning. There are so-called well-knownports for services like telnet or ftp (file transfer protocol) via users can get remote access after
having submitted their username and password. In such a case the attacker is looking for open
ports via he can get access to the system. Once the ports are identified, it can be examined
which programs and versions are used and whether they include bugs that permit opening a
connection.

2.3.3. Denial-of-Service-Attacks/Mail bombs

These two kinds of attack have as a consequence, that the server or the mailbox is no longer
available. In a Denial-of-Service-attack, a client sends out some many requests to a server, so
that the server cannot cope with the loads of data and breaks down. Mail bombs follow a
similar principal: the attacker sends so many e-mails so that the sheer number of mails cannot
be transferred from the provider to the user’s mailbox on the local machine.

2.3.4. Manipulating data

Files can be manipulated in various ways once an attacker has got access to the system. This
can also be done via a remote login, that is possible on UNIX/Linux machines in a telnetsession. Another possibility is to get files via FTP (file transfer protocol), to modify them and
then to upload them again. This requires either knowing username and password or being able
to establish a connection after having found bugs in the software-configuration (as mentioned
in 2.3.2)

2.3.5. Faking the identity

This can be done in two ways: either the attacker uses the above-mentioned possibilities to get
valid username and password or he/she makes use of the IP-numbers to pretend to the server
as if his/her computer were one of the firm’s computer. This principle is called IP-spoofing
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Figure 3: IP-Spoofing
The attacker generates many requests so that computer A is blocked. Then he/she uses the IPaddress of computer A. Computer B sends answer-packages to establish a connection with
computer A. If the attacker can guess the sequence of the answer package, he/she can then
confirm the connection via another falsified data-package. If this attack is successful the
attacker has the same rights on computer B than computer A would have. There exist also
other methods of spoofing: DNS-spoofing and Web-spoofing. They are also based on the
principle that the attacker uses the IP-address of another computer that is temporarily blocked.

3. Means to reduce risks
3.1. General requirement for secure systems

In order to ensure the best possible level of security there are some principles to follow:
But even if these principles are applied a security of 100% is never possible. To guarantee an
acceptable level of security, following requirements should be fulfilled:
-

confidentiality
authentification
integrity
nonrepudiation
access control
availability

These points should have one in mind while designing a system to which multiple users have
access and which might also be connected to the Internet at the same time.
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3.2. Data encryption

The encryption of data is a good way to ensure the integrity of information and thus to make
sure that the receiver gets just the same information submitted by the sender. Only the
receiver is able to decrypt the data. Encryption is based on mathematical algorithms. In earlier
times it was sufficient to use symmetric encryption since the capacity of the computers was
not sufficient to decrypt in a short time. But capacity is no longer a problem today so that the
code used to encrypt information can be cracked in several hours or even minutes. That is the
reason why today asymmetric encryption is used. I will now describe the two methods more
detailed.

3.2.1. Symmetric encryption

Figure 4: Symmetric Encryption
When using symmetric encryption the sender encrypts the message with a secret/private key.
Then he/she gives the key to the receiver separately from the message. After having gotten the
key the receiver can then decrypt the message.
This method has two disadvantages:
- the receiver cannot be sure that a third person has also gotten the key; be it via
hazard or via purpose
- symmetric encryption is easier to crack because of processor capacity available
The most famous representants of the symmetric encryption method are DES (Data
Encryption Standard), which was developed by IBM in 1977 and IDEA (International Data
Encryption Algorhythm) published in Switzerland 1990.
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3.2.2. Asymmetric encryption

Figure 5: Asymmetric Encryption
The asymmetric encryption makes use of a pair of keys and thus gets round the problem of
needing only one key in order to encrypt and decrypt a message. Here the message is
encrypted with one key (the public in the figure). Public keys are stored on servers to which
everyone has access. Since it exists only one key that fits to this public key – namely the
private – the risk of decrypting the message is minimized. It is almost impossible to generate
the private key based upon the public key. However, this method has also some
disadvantages:
- here again the processor capacity can be sufficient to crack the encryption
algorhythm
- algorhythms do not stay undecodable for a longer time, so that a regular check
is necessary
- a so-called man in the middle attack can prevent the proper exchange of the
public key. Hereby is a third person who keeps back both public keys and
replaces them. So he can decrypt messages without the knowledge of the two
original key-exchanging persons.
The most famous algorhythm for asymmetric encryption is RSA first published in 1978, that
has become a de-facto standard in encryption.
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3.2.3. Digital signatures

Figure 6: Digital Signatures
A third way to ensure data integrity is the digital signature. The signature makes also use of
the asymmetric encryption. The sender adds a signature consisting of a cryptographical
checksum to the message that is encrypted with his private key. The receiver decrypts the
checksum with the public key of the sender and verifies that they are identical. If this is the
case, then the receiver can be sure, that the message has not been modified.
If there is no possibility to submit the public key to the receiver of the message then there is
the stipulation of involving a third party- a so-called Certification Authority (or Trust Centre).
If such a Certification Authority is involved, then A hands over his public key to the authority
that verifies that the key has been generated with an approved method. In a further step, the
authority issues the certificate for the key, which contains legally required information. In
Germany there exists a law in which the requirements for becoming a Certification Authority
and also the content of such certificates is specified.
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3.3. Mechanisms based on the Internet-Protocols

Figure 7: TCP/IP Reference Model

3.3.1. SKIP (Simple Key-Management for Internet Protocol)

It is a method used for exchanging keys and a variation of the Diffie-Hellman technique. Each
IP-Package is encrypted with a package-key and then added to the package. The other key
necessary to encrypt the package key is derived from a long-term key on which sender and
receiver have agreed in advance.

3.3.2. SSL (Secure Socket Layer)

Netscape developed it as a protocol to secure the transportation layer. SSL should secure the
communication between a web server and a client. Normally, the data is directly submitted to
the operating system. Now, with using the SSL-Protocol, the data is first given to the SSL and
processed. Establishing a connection secured by SSL requires that an agreement of the
cryptographical methods to be used and an authentification of both sender and receiver. Those
tasks are taken over by the SSL-Handshake-Protocol. In order to encrypt data SSL offers keyexchange, symmetrical encryption and calculation of checksums.
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3.3.3. S-HTTP

S-HTTP is a protocol designed to encrypt and sign data submitted by HTTP. The S-HTTP
protocol is an amplification of HTTP. It makes use of the two encryption methods presented
in 3.2.1. and 3.2.2. The private keys of the symmetric encryption are submitted with the
asymmetric method. Apart from the web server the web browser has to support S-HTTP. A
disadvantage of this method is that for each protocol (POP3, NNTP, FTP, etc.) the encryption
mechanisms need to be implemented. But because of lacking support by the software
industry, this method is not really accepted as a de-facto standard.

Now, I will present some software solutions that make use of the previously presented
encryption methods to secure electronic transactions.

4. Tools to ensure secure transactions

4.1. E-payment-systems

In order to reach a sufficient level of acceptance from the users, according to Fuhrberg, an epayment system has to meet the following criteria:
-

protection of the data integrity
being uncopyable
guarantee of anonymity
minimizing risks
being legally accepted
availability
being user-friendly

(Fuhrberg, 1998, p. 330-331)

4.1.1. SET
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Figure 8: The SET- Standard
The standard SET (Secure Electronic Transaction) is based on an older payment protocol that
was developed by IBM. Visa and MasterCard combined their efforts to create this new
standard and found a broad support of companies like Microsoft, Netscape, IBM, Verisign
and RSA- just to name some examples. The procedure of doing transaction with SET is as
followed:
1. Issue of certificates: Buyer and Vendor apply for a certificate
2. Selection: The customer selects the products
3. Initiate Request: the customer submits information of the issuer of the credit card
4. Initiate Response: the vendor submits a digitally signed transaction number (TAN)
together with the certificates of the payment gateway
5. Purchase Request: the customer fills out the order form, creates a dual signature of
those information as well as his payment information (including the credit card
number). All information are encrypted with the public key of the payment gateway
and sent to the vendor.
6. Purchase Response: the vendor checks the order using the dual signature and passes
over the payment information to the payment gateway. A confirmation of the order is
sent to the customer.
7. Payment Authorisation Request: The vendor submits the TAN and the desired sum in
a signed and encrypted message to the payment gateway.
8. Payment Authorisation Response: the payment gateway decrypts the Authorisation
Request of 7. and the payment information of 6. Is the TAN identical, a message
including the sum is sent to the bank of the customer. After a check, the vendor gets a
message of the successful check.
9. The vendor sends the merchandise to the customer
10. Capture Request: the vendor issues a bill with the total sum together with the TAN to
the payment gateway. The message is again signed and encrypted.
11. Capture Response: the payment gateway decrypts the message and informs the bank
about the sum payable. A signed and encrypted confirmation of the payment is then
passed over to the vendor.
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4.1.2. FirstVirtual

Figure 9: The FirstVirtual-Standard
1. The customer registers via email at First Virtual and submits personal data.
2. First Virtual issues a 12-digit “VirtualPIN” and sends it together with customer’s
phone number to him/her. 8 digits can be chosen freely.
3. The customer gives the credit card number via phone to First Virtual. Now, he/she is
able to use the “VirtualPIN” for shopping.
4. The customer selects the products.
5. The vendor informs First Virtual about the order.
6. First Virtual sends an email to the customer to make sure he/she really wants to order
the products.
7. The customers verify the order per email to First Virtual.
8. First Virtual checks the liquidity of the customer.
9. First Virtual informs the vendor that the transaction can be made.

Apart from this two methods there are also CyberCash used by Commerzbank and Dresdner
Bank as well as eCash used by Deutsche Bank 24. However, these two e-payment systems
have been gone bankrupt. Nevertheless the support from a number of well-known companies
was not enough for eCash to become accepted. CyberCash-User had to install a special
software named „Wallet“ on their PCs and then become customer of a bank supporting
CyberCash. After having done so, customer could change “real” money into electronical,
store it in their “Wallet” and then pay in online transactions.

4.2. Groove
In addition to the presented e-payment system, data encryption is also used for other
applications focussing on communication in peer-to-peer (P2P) networks. An example for
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such an application is Groove. In order to become a member of the Groove network, you have
to install the software first, and then another current member must invite you to become a
member of the shared space. The presence of the new member is made known to all other
members of the shared space. The Groove account file is protected by a passphrase stored on
the computer. While sending data the integrity is ensured by public-key-encryption. Groove
makes also use of the digital signature and the digital fingerprint, which consists of a small
digest of the user’s public key. “The default secret-key algorithm is RC4 (using 16 internal
"rounds"). The default public-key algorithms are ElGamal and Diffie-Hellman. The default
digest (hash) algorithm is SHA1, and the default integrity-protection algorithm is HMACSHA1. The default size for secret-keys in Groove is 24 bytes (192 bits), and the default size
for public/private-keys is 192 bytes (1536 bits)” (from:
http://www.groove.net/products/faq/faq.gtml?siteareacode=7; accessed on: 27.05.01). It is
planned to open up Groove for an integration of company’s existing public-key-infrastructure
(PKI). “Groove plans to support "public-key infrastructure" (PKI), which means Groove will
allow importation of externally-created public keys from certificates into Groove, as well as
exportation of Groove-created public keys from Groove to certificates”
(http://www.groove.net/products/faq/faq.gtml?siteareacode=7; accessed on: 27.05.01).
Conclusion
The security of a system depends heavily on the users’ attitude towards security issues. The
level of 100% security is not reachable. You cannot be sure that people with criminal
motivation penetrate the system. If there is a way out, then you can absolutely be sure, that the
way in is in a more or less probable manner also open. An important thing to do is to shape
the awareness of the users concerning security maintenance.
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